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Current Cyber Environment
(Updated since my Apr 2015 AFCEA C4ISR Symposium presentation)

Major Cyber Attacks:
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Extreme challenge to keep pace with the exponential increase in cyber security requirements
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IAVMs and CTOs on 
pace to at least meet 

2013 and 2014 numbers

Major Cyber Attacks 
Since AFCEA C4ISR 
Symposium (Apr 15)
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Major Changes to Navy Cybersecurity

CYBERSAFE addresses security controls for a subset of 
mission critical Navy systemsyy yy

SYSCOM-/Program-unique security controls
Systems segregated by enclaveyy gg gg yy

Recognition of the Need for a Centralized Navy Plan 
for Cyberyyyy
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Build and 
implement a 

lasting, feasible, 
and repeatable 

CM solution

SPAWAR-led IT/IA Technical Authority Board (TAB) Plays a Key Role in Each
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Risk Management Framework (RMF)
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Cannot Mitigate Every Vulnerability—RMF Provides a Means to Understanding Risk and 
Enables a Full DOTMLPF Approach to Cybersecurity (Protect, Detect, Respond)
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Baseline Configuration
Critical to Understanding Cyber Risk

Cyber Risk = (Threat, Vulnerability, Consequence)

Standards
IT/IA TAB endorse data standard, invoke to support CM
Institute policies to ensure SYSCOM, POR compliance w/ standard

Establish strict material, configuration controls of selected cyber configuration items 
Implement processes to assist Fleet w/ Cyber CM
Leverage FCC pilot tools to audit/validate operational use of certified baselines

Integrate pilot events into cyber security inspections and CYBERSAFE certifications

Material Controls

Certification
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CYBERSAFE

CYBERSAFE Program will focus on Mission Assurance of critical warfighting capabilities

ADNS “Test Drive” of 
CYBERSAFE Processes

Ensure we have the right 
management construct, processes 
and policies to execute 
CYBERSAFE

TEST DRIVE ADNS INC III ADNS INC III with DFS 

Acquisition changes 
w/ CYBERSAFE 

requirements 

Status Quo Near Term Long Term 

 

Mitigation via 
CONOPs / TTPs 

 

Mitigation via  
System Re-design 

CYBERSAFE 
Requirements 

Specs & 
Standards 
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Cyber Risks 
Known 

Cyber Risks 
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ADNS INC IV 

Intel driven                               
re-evaluation 

C



7

Information Technology (IT) / Information 
Assurance (IA) Technical Authority Board (TAB)

Information Technology / 
Information Assurance 

Technical Authority Board 
(TAB)

With SPAWAR assigned as the Navy’s IT and IA 
Technical Authority, the TAB plays a critical role in:

RMF
Security Controls Assessor role and criteria/processes
Cybersecurity technical warrants issued to other SYSCOM SCAs

Cyber Baseline Configuration
Use baseline configuration data to perform end-to-end cyber risk 
assessments of whole platforms and potential impact to 
operational missions
Hold Ship Commanding Officers accountable to maintain CM

CYBERSAFE
Provide the criteria, specifications and standards to support 
CYBERSAFE

The TAB’s Cybersecurity Imperative:
View Our Systems and Networks the Same Way Our Adversaries Do!


